The Need for an Actively Monitored and Secured Pharmaceutical Supply Chain

With a growing interest among thieves to target high value pharmaceuticals and biologics there needs to be a change in the way industry approaches supply chain security and monitoring. There continues to be a direct correlation between these thefts and counterfeit production as well as an increase in stolen product being shipped and sold in developing countries and also reentering the US supply chain. 

The pharma supply chain is incredible complex with products being sent through multiple touch points. The adoption of passive RFID, bar coding of all types, e-pedigree and others does nothing to actively secure or monitor the supply chain. Thieves are long gone with the stolen goods and are becoming increasingly adept at reproducing all of these passive tags for re-entry into the supply chain or producing incredible look like products used internationally. They provide no data that can be used to repair a defective supply chain or increase security. 

The FDA is in the process of making swift changes in the phama supply chain. The problems of late, with the heparin and acetaminophen supply chain catastrophes have drawn attention to areas in the supply chain that are vulnerable. Slow recalls can no longer be tolerated, and chain of custody documentation will become an absolute necessity. 

The solution can be aided by monitoring shipments actively, in real time. The successful documentation of temperature, light exposure, humidity, open/close, tilt, and package tampering with sensors needs to become a best practice. Being able to intervene, midstream to a package in transit that is experiencing a temperature excursion could save efficacy and patients in the long run. Being able to see in real time a potential theft by the tripping of a sensor could provide added security and visibility into the supply chain. Lastly, being able to collect these biometric data points and put them in a document form that can show chain of custody down to the package level would be invaluable when an FDA audit occurs. Being able to initiate a recall in real time also provides added patient safety. Having this biometric data would provide the ability to fix areas in the supply chain that may be common avenues for temperature excursions, theft, etc. Without active data it’s much more difficult to take action.
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